Information Technology Policy

Policy

Nipissing First Nation’s information systems will support its operational requirements and have
appropriate safeguards and monitoring processes in place to adequately protect Nipissing First
Nation’s information.

Purpose

The purpose of this policy is to ensure that the integrity of all on-premises and cloud based
information systems are managed and maintained while supporting the strategic and operational
requirements of Nipissing First Nation.

Scope

This policy applies to all staff involved in the selection, implementation, operations, or ongoing
maintenance of Nipissing First Nation’s information systems. This includes the Director of
Administration, and information technology staff.

Definitions

“Rollback procedure” means the ability to restore system to previous configuration prior to
change, with documented steps to complete the process.

“Virtual Private Network™ means a virtual private network (“VPN™) which is a way to use a
public telecommunication infrastructure, such as the Internet, to provide remote offices or
individual users with secure access to their organization's network.

Responsibilities
Council is responsible for:

e Establishing and implementing documented procedures for information technology used
by Nipissing First Nation in its operations.

The Chief Executive Officer is responsible for:

e Ensuring that controls are in place regarding information technology, whether performed
by an internal staff member or outsourced to an external organization;

e Monitoring the performance of internal and/or external information technology
professionals.

The information technology technician(s) are responsible for:
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¢ Maintaining the integrity of information systems within Nipissing First Nation.

Procedures

Planning and evaluation

The Council, with the assistance of the Chief Executive Officer and input from the IT Manager,
will ensure that information systems are developed that support Nipissing First Nation’s strategic
plan and operations.

When there are no individuals internally with the requisite technical skills to identify information
technology requirements or evaluate options, the Chief Executive Officer will seek advice from a
qualified external individual or organization.

Outsourcing

Subject to the Procurement Policy, the Chief Executive Officer is responsible for the selection of
contractors providing information technology services, the definition of services in their
contracts and the administration of the contracts using the recommendations made by the IT
Manager.

Specific items which should be included in the procurement of information technology services
and final contract with the chosen provider include:

¢ A requirement that the service provider submits regular reports of all work performed on
Nipissing First Nation’s information systems;

e Arequirement that outsourced parties are responsible to comply with legal and regulatory
requirements, including the protection of confidential and private information;

e Access by outsourced parties to Nipissing First Nation information is provided on a ‘need
to know basis only.

Data management

Data retention allows access to appropriate data to specified personnel where required.

All sensitive, valuable, or critical information / data residing on Nipissing First Nation’s on
premises information technology systems must be backed-up. Backups will occur incrementally
daily, with full backups on a weekly basis.

External drives must be stored in a secure location with access limited to the Chief Executive
Officer and IT Manager or other staff as appropriate. Ideally, external drives will be securely
stored at an offsite location that is easily accessible to individuals with authorized access.

Access management

All individuals requiring access to Nipissing First Nation information systems will have unique
user identification. Shared credentials will not be permitted.
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Requests for access to Nipissing First Nation’s network servers, SharePoint or other access-
restricted information systems must have written approval by the IT Manager.

A user ID and password are required for accessing the network and other critical programs. Any
automatic authentication methods using scripts, or similar methods for on-premises systems are
prohibited. Cloud based systems may have saved credentials if those credentials are saved to
assigned devices are not used or shared with other users.

Cloud based information systems should be protected by Multi-Factor Authentication (MFA)
whenever possible.

Individuals will be given access privileges to the extent necessary to fulfill their individual job
function and no more. Systems and applications should not be configured with unrestricted
access to all data.

When an individual or contractor is terminated or ends employment with Nipissing First Nation,
their user access must be disabled immediately.

Support personnel must notify the user when attempting to take control of a workstation. The use
of the remote control software must be in accordance to applicable agreements.

Information System Security

Security tools and techniques are implemented to enable restrictions on access to programs and
data.

Security tools and techniques are administered to restrict access to programs and data.

Password Management
All passwords must comply with the NFN Password Policy.

Each computer resource must have an approved antivirus (“*AV”) program installed. The
following standards must be met:

A. The AV program must not be disabled and must be configured to scan all programs and
files upon execution and must have real time protection enabled.

B. Antivirus database must be kept up to date whenever a new update is released.

C. The AV Program should have the ability to remotely monitor and execute threat
management services. .

D. Network firewalls must be configured to support a ‘least-privilege’ approach to security,
allowing only specific systems, services and protocols to communicate through the
network perimeter. Logical and physical access to these systems must be limited strictly
to those personnel with specific training and authorization to manage the device.

Additionally, the following Firewall standards must be addressed:

i.  Firewall and proxy servers must be securely installed;
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ii.  Detailed firewall logs will be reviewed as needed and stored for a period of
two(2) weeks;
iii.  Alerts must be raised if important services or processes crash.

Change management
All new data structure and modifications to data structure will be tested before implementation.

All computers, hardware, software and communication systems used for a production
environment must employ a documented change control process. The change management
process should include the following activities:

1. The data structure is consistent with the needs of Nipissing First Nation;

2. Description or rationale for the new network, hardware, communication and systems
software change and how it is consistent with the needs of Nipissing First Nation;

3. An assessment of any risks involved with the change;

4. Roll-back considerations;

5. Implementation considerations;

6. A description of the testing required,;

7. Approval from the Chief Executive Officer;

8. Communication of changes to Nipissing First Nation staff as appropriate.
Monitoring

(1) Only approved and authorized programs will be implemented onto Nipissing First Nation
information management systems. Periodic reviews of the workstations and the system will
take place to monitor compliance with this requirement.

(2) A log of staff, their user IDs, and their access levels within Nipissing First Nation information
systems will be maintained. On a quarterly basis, the Chief Executive Officer, or his designate,
will review the log to ensure users and the associated access rights are appropriate. Access
rights that will be monitored include the following:

(a) User access management (i.e. File and Folder Permissions);

(b) Third party access (i.e. outsourced information technology professionals);

(c) Remote and VPN access.
(3) Network system performance is monitored on a regular basis.

(4) The firewalls must be monitored.

Amended this 6 day of April, 2021.
Approved this 6" day of September, 2022.
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